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Cybersecurity comes with its own language, and understanding that language is 
the key to keeping your business protected.

That’s why Simplicity VoIP created a quick-reference glossary full of all the terms 
you should know - whether you're new to the field or a pro in need of a refresher.

Interested in how cybersecurity impacts voice systems? Explore more in our 
Cybersecurity for VoIP Systems guide.

Introduction

May this guide help you stay locked in and locked down!
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A

Access control — The means and mechanisms of managing access to and use of resources by users. 

Control) manages access through the use of on-object ACLs (Access Control Lists), which indicate which 

that of the object. RBAC (Role Base Access Control) controls access through the use of job labels, which 
have been assigned the permissions and privilege needed to accomplish the related job tasks. (Also 

malware.

matching system to detect the presence of known malicious code. Some AV products have adopted 

-

 

value and public opinion.

-
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Anti-virus (anti-malware) — 

Anti-virus software — 

APT (Advanced Persistent Threat) — 

Asset — 

Authentication — 
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resource object where users are listed along with the permissions or privileges granted or denied them. 

subjects and objects, and only those subjects with equal or superior clearance are allowed to access 
resources. RBAC (Role Based Access Control) manages access using labels of a job role that has been 

B

strategy is based on the 3-2-1 rule: you should have three copies of your data - the original and 2

-

business tasks have been stabilized, BCP dictates the procedure to return the environment back to 

which would trigger the Disaster Recovery Process (DRP).

events are compared against security policy and behavioral baselines to evaluate compliance and/or 

benign or malicious, is allowed to execute by default. (See whitelist.)

into blocks enables the algorithm to encrypt data of any size.
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Authorization — 

Backing up — 

Blacklist — 

Block Cipher — 

Behavior Monitoring — 

BCP (Business Continuity Planning) — 
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hashes. Botnets can be comprised of dozens to over a million individual computers. The term botnet is a 

bring in their own devices into the work environment, whether or not such devices can be connected to 

allowing any device to be connected to the company network with full access to all company resources. 

C

Ciphertext — The unintelligible and seeming random form of data that is produced by the cryptographic 

screen object other than that intended by or perceived by the user. Clickjacking can be performed in 
many ways; one of which is to load a web page transparently behind another visible page in such a way 
that the obvious links and objects to click are facades, so clicking on an obvious link actually causes the 
hidden page’s link to be selected.

by a third party. However, private cloud (internally hosted), community cloud (a group of companies’ 
privately hosted cloud), a hosted private cloud (the cloud servers are owned and managed by a third 
party but hosted in the facility of the customer) and hybrid cloud (a mixture of public and private) are 
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BYOD (Bring Your Own Device) — 

Botnet — 

Bug — 

Clickjacking — 

Cloud Computing — 
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CND (Computer Network Defense) — The establishment of a security perimeter and of internal security 

instead of the misused term “hacker.” However, this term is not as widely used in the media; thus, the 
term hacker has become more prominent in-spite of the terms misuse. (See hacker.)

exploits are documented in a CVE long before a vendor admits to the issue or releases an update or 
patch to resolve the concern. 

(Also known as drive-by download.)

and users that comprise either a local private network or the world-wide Internet. It is the digital 
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Cracker — 

Cryptography — 

Cyberattack — 

Cyber ecosystem — 

Cyberespionage — 

CVE (Common Vulnerabilities and Exposures) — 
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defended by the blue team. A purple team or white team is either used as a reference between the 

D

derived from the input data but which does not contain the input data. This makes hashing a one-way 

(i.e. the XOR result is zero), then the data has retained its integrity. However, if the two hashes do not 
match exactly (i.e. the XOR result is a non-zero value), then something about the data changed during 
the event.

be a discovery of individual important data items, a summary or overview of numerous data items 
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Cybersecurity — 

Cyber Teams — 

Data Breach — 

Data Integrity — 

Data Mining — 

Data Theft — 

DSoS (Distributed Denial of Service) Attack — 
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Decrypt — The act which transforms ciphertext (i.e. the unintelligible and seeming random form of data 

serial number and thumbprint (i.e. hash value).

from a computer system and/or network. Computer data that is relevant to a security breach and/or 

with the rules of evidence in order to ensure that such collected evidence is admissible in court.

occurrence of data loss and/or data leakage. Data loss occurs when a storage device is lost or stolen 

DMZ (Demilitarized Zone) — A segment or subnet of a private network where resources are hosted and 
accessed by the general public from the Internet. The DMZ is isolated from the private network using a 

to the private LAN.

repeatedly requests a resource from a server in order to keep it too busy to respond to other requests.
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Digital Certificate — 

Digital Forensics — 

DLP (Data Loss Prevention) — 

DOS (Denial of Service) — 

Drive-by Download — 
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E

or packet capture) and to audio recording using a microphone (or listening with ears).

Encode — The act which transforms plaintext or cleartext (i.e. the original form of normal standard data) 
into ciphertext (i.e. the unintelligible and seeming random form of data that is produced by the cryp-

(i.e. decrypt or decode).

length of the key also determines the key space, which is the range of values between the binary digits 
being all zeros and all ones from which the key can be selected.
 
F

contents.

H

Hacker — A person who has knowledge and skill in analyzing program code or a computer system, 

they are called script kiddies.

-

or destroyed.

-
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Eavesdropping — 

Encryption key — 

Firewall — 

Hacktivism — 

Honeypot — 
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I

rogue or is tricked into causing harm.
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IaaS (Infrastructure-as-a-Service) — 

Identity Cloning — 

Identity Fraud — 

Information Security Policy — 

IPS (Intrusion Prevention System) — 

ISP (Internet Service Provider) — 
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J

 
K

form e-mails, chats and documents.
 
L

limited geographic area (typically a single building). For a typical LAN, all of the network cables or 

 
M

types of malicious programs including: virus, worm, Trojan horse, logic bomb, backdoor, Remote Access 
Trojan (RAT), rootkit, ransomware and spyware/adware.

O
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JBOH (JavaScript-Binding-Over-HTTP — 

Keylogger — 

LAN (Local Area Network) — 

Link jacking — 

Malware (malicious software) — 

Outsider Threat — 

Outsourcing — 
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training and reference material related to all things web security.

P
 

customer to reduce hardware deployment in their own local facility and to take advantage of on-demand 

eavesdropping.)

Payment Card Skimmers — A malicious device used to read the contents of an ATM, debit or credit card 
when inserted into a POS (Point of Sale) payment system. A skimmer may be an internal component 

payment system that will have the highest likelihood of not being detected and thus gather the most 
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OWASP (Open Web Application Security Project) — 

PaaS (Platform-as-a-Service) — 

Packet Sniffing — 

Patch — 

Patch Management — 

Pen Testing — 
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can take place over e-mail, text messages, through social networks or via smart phone apps. The goal of 

emails from a bank or a retail website.

PKI (Public Key Infrastructure) — A security framework (i.e. a recipe) for using cryptographic concepts in 

websites. (See payment card skimmers.)
 
R
 

digital currency) in order to release control of the captured data back to the user.

(i.e. the amount of loss that would be caused by the threat causing harm) and frequency of occurrence 

controls are to be selected that may eliminate or reduce risk, assign or transfer risk to others (i.e. 
outsourcing or buying insurance) or avoid and deter risk. The goal is to reduce risk down to an 
acceptable or tolerable level.

S
 

to the host system or related data or storage devices.
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Phishing — 

POS (Point of Sale) intrusions — 

Ransomware — 

Restore — 

Risk Assessment — 

Risk Management — 

SaaS (Software-as-a-Service) — 

Sandboxing — 
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Security Control — Anything used as part of a security response strategy which addresses a threat in 
order to reduce risk. (Also known as countermeasure or safeguard.)

and rules are enforced. The systems and users within the security boundary are forced into compliance 

the security of the internal systems.

-
-

door when making a delivery, gaining access into a network by tricking a user into revealing their account 

a hyperlink to visit a company website only to be re-directed to a false version of the website operated 

possible to spoof IP address, MAC address and email address.
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SCADA (Supervisory Control and Data Acquisition) — 

SIEM (Security Information and Event Management) — 

Sniffing — 

Social Engineering — 

SPAM — 

Spear Phishing — 

Spoof (spoofing) — 

Spyware — 
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T

known as threat modeling and threat inventory.)

Trojan Horse (Trojan) — A form of malware where a malicious payload is imbedded inside of a benign 

computer system.

Something you have such as smart cards or OTP (One Time Password) devices; and Type 3: Someone 

pre-selected image and statement before typing in another password or PIN. Two-step is not as secure 

than requiring that the user provide both.
 

U 
Unauthorized Access — Any access or use of a computer system, network or resource which is in 

 

V 

others may do so slowly over hours or days. Others might only target images or Word documents (.doc/.
docx).
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Supply Chain — 

Threat Assessment — 

Two-Factor Authentication — 

Two-Step Authentication — 

VPN (Virtual Private Network) — 

Virus — 
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phishing.)

 
W

 

execute on the protected system. (See blacklist.)

current Wi-Fi or wireless networking technologies are based on the IEE 802.11 standard and its 

system resources. A worm can be used to deposit other forms of malware on each system it encounters.

 
Z
Zombie — A term related to the malicious concept of a botnet. The term zombie can be used to refer to 
the system that is host to the malware agent of the botnet or to the malware agent itself. If the 

of a botnet.

Reference: www.globalknowledge.com
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Vishing — 

Vulnerability — 

Whitelist — 

Wi-Fi — 

Worm — 
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